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espite the numerous cost-savings and 
productivity-boosting opportunities cloud 

computing presents, many organizations 
are struggling to take full advantage of 

them. Yet, CIOs face constant pressure to 
adopt new technologies in order to cut costs. 
As companies try to trim costs using the cloud, 
new data challenges emerge, and CIOs must 
cope with additional pressure from the rest of 
the organization. Without new data integration 
tools, CIOs risk losing control over the information 
they rely on, putting their very jobs in peril.

Cloud Computing preSentS CioS with new opportunitieS 
and new riSkS. while the Cloud promiSeS to trim CoStS 
for SuCh thingS aS appliCation infraStruCture and 
data Storage, the Cloud alSo ChallengeS the Cio’S 
role aS the “owner” of hiS or her CompanY’S moSt 
important aSSet: itS data.
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“The most important asset any company has – be-
sides its people – is its data,” said Sohaib Abbasi, 
chairman and chief executive officer of Informat-
ica, a leading global provider of data integration 
software. According to Abbasi, the emergence of 
cloud computing presents an entirely new set of 
data challenges to IT organizations. 

The first data challenges are logistical ones. How do 
you get your data into the cloud? How do you give 
your employees access to that data? How do you 
ensure that the data is secure?

Those are all significant challenges, but they are 
consistent with the challenges that IT must already 
manage. IT has strategies in place and tools at its dis-
posal to meet these. 

“A more pressing 
challenge is: How 
can you be certain 
that you are mov-
ing quality data 
into the cloud?” 
asked Juan Car-
los Soto, senior 
vice president and 
general manager 
of the Informatica 
Cloud and B2B 
Data Exchange 
product divisions.

Most CIOs can’t 
answer that question. 
Data can be entered, manipulated and changed 
by any number of people in any number of systems. 

Who can tell what information is accurate and up 
to date? 

Software-as-a-Service (SaaS) and cloud applica-
tions are often being deployed one application at 
a time, often department by department. In those 
cases, there is little planning and even less organiza-
tion, and various business units often deploy cloud-
based apps without first consulting with IT. 

In an ideal world, CIOs wouldn’t be accountable for 
systems deployed outside of their control.  However, 
in the real world, CIOs are questioned every time 
problems arise whether or not their advice was fol-
lowed. 

Moreover, piecemeal cloud deployments usually fail 
to meet user expectations or their full potential, and 
to whom do employees turn when technology fails 
to deliver? That’s right, IT. The very people they were 
working around in the first place. 

do You know who ownS 
Your data?
As a result of cloud application sprawl, IT can no 
longer claim ownership over all information. To non-
technical employees, that may seem like a trivial 
concern. After all, what does it matter who owns in-
formation as long as the job gets done? 

That’s the problem, though. When IT loses control 
over information, IT and business goals are thrown 
out of alignment and productivity suffers. Organiza-
tions do not get the full benefits of the cloud if they 
cannot integrate those applications with existing 

systems. Yet you can 
only integrate the 
data you can see. 
When data sprawls 
beyond IT’s control, 
the cloud’s benefits 
not only fail to ma-
terialize, but also 
are often trumped 
by the new prob-
lems created by 
the lack of planning 
and integration. 

Worse, the lack of 
oversight means 
service providers 

have more control 
over your data than you do. What happens if you 
aren’t satisfied with the quality of service from your 
cloud provider and want to move to a different one? 

What happens now is that vendor-locked organiza-
tions often take their frustrations out on the CIO. 

the 5 ChallengeS 
threatening CioS
Soto refers to the five most pressing challenges star-
ing down CIOs as the “5 C’s”. These are the challeng-
es that are the most immediate, that are constant 
across various industries and are almost impossible to 
solve using yesterday’s technologies. 

Those challenges are: cost, compliance, complexity, 
competition and credibility.

“CIOs are under tremendous pressure to cut costs,” 
Soto said. 

http://bit.ly/azwXr2
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IT organizations have been suc-
cessfully trimming budgets for 
years, but cost-cutting eventually 
hits a limit unless radical changes 
occur. This is one reason trends 
like cloud computing get so much 
traction: they promise to relieve 
cost pressures. 

CIOs also must now comply with 
an array of new regulations, while 
managing compliance in increas-
ingly complex IT systems. At the 
same time, in a down economy, 
increasing your company’s com-
petitiveness requires improving 
business efficiencies by having 
the right information at the right 
time to make critical decisions. 
Balancing these demands can’t 
take away the CIO’s focus on 
bottom-line business goals.

“All of this adds up to the fifth 
challenge: The CIO’s credibility is 
constantly questioned within the 
organization,” Soto added. “To-
day business units are tempted to 
‘go on their own’ without engag-
ing IT. The perception by lines of 
business that their problems are 
unique and that they can’t be 
quickly addressed by IT is giving 
rise to shadow IT projects, includ-
ing SaaS sprawl, and ultimately 
undermining the broader organi-
zation’s IT efficiency.”  
  

new hope for 
Challenged CioS
The situation is dire, but not hope-
less. Cloud and SaaS vendors are 
slowly but surely becoming aware 
of these problems, and better so-
lutions are emerging. 

One such solution that has al-
ready caught fire is salesforce.
com. “Companies increasingly 
turn to salesforce.com for their 
CRM needs,” Soto said. “Howev-
er, most information they need to 
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top 6 data ChallengeS 
of Cloud Computing 

1. ensuring that sensitive data is 
protected and secure. 

2. granting your knowledge 
workers timely, secure access to 
data. 

3. keeping data integrated and 
in sync so business users know 
they can trust the data to be up 
to date and accurate. 

4. offering self-service data 
integration tools so business 
users are able to leverage data 
across applications. 

5. maintaining it’s control over 
data as it moves into service-
provider clouds. 

6. keeping business and it 
interests aligned as data (and the 
control and management of that 
data) moves beyond the firewall. 
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put into salesforce.com originally resided in a differ-
ent CRM solution from a different vendor. Or it was 
trapped in legacy back-office systems.”

The challenge is to get the initial data into salesforce.
com and integrate it back with rest of the on-premise 
data on an on going basis. After all, you don’t want 
to simply trade one data silo for a different one. A 
shiny new silo is still a silo. 

This is where platforms 
like salesforce.com’s 
force.com have an 
advantage over tradi-
tional data silos. With 
an open design and 
readily available APIs, 
platforms like sales-
force.com’s spur ap-
plication ecosystems. 
With an ecosystem in 
place, companies are 
able to leverage exist-
ing platforms to quick-
ly offer new solutions to 
the new problems burdening CIOs. And with Infor-
matica Cloud, a true SaaS data integration solution, 
customers are able to easily and reliably automate 
moving, monitoring and synchronizing data be-
tween cloud environments and back-end systems. 
This type of on-demand service addresses  one of 
the biggest cloud computing challenges -- data in-
tegration.

data integration in 
aCtion: the gulf oil Spill
Many of the data challenges staring down CIOs 
often seem too abstract to get the attention they 
deserve. The reality is, though, that many “abstract” 
data challenges must be solved to in order to tack-
le real-world problems. A case in point is the 2010 
Gulf Oil Spill disaster. Cleanup efforts rely on all sorts 
of technologies, but without the proper data inte-
gration in place, those efforts are undermined. With 
something as drastic as an oil spill, poor data inte-
gration could threaten the health of workers, wildlife 
and natural ecosystems. 

RAE Systems delivers sensor solutions to industrial, 
energy, environmental and government safety mar-
kets. RAE System’s sophisticated sensors are playing 
a vital role in protecting cleanup workers during the 
2010 Gulf Oil Spill response efforts, and it is imperative 

that the company respond quickly to requests for re-
pairs or replacements.

Using legacy systems, the cycle of repairing and re-
placing sensors was slow, time-consuming and cost-
ly. Fortunately, when disaster struck, RAE Systems was 
prepared. 

The company had ad-
opted the Informat-
ica Cloud solution, 
which provides data 
synchronization be-
tween RAE Systems’ 
on-premise Oracle 
E-Business Suite ERP 
application and its 
cloud-based sales-
force.com imple-
mentations to fully 
automate the com-
pany’s service-order 
process directly 
from their CRM sys-
tem. 

Data integration enhanced productivity and effi-
ciency for the RAE Systems service team, while those 
in the field are confident that urgent orders will not 
be missed. The end result is safer working conditions, 
healthier workers and wildlife, and a much speedier 
cleanup. 

That’s the kind of success story that today’s CIOs 
need the next time someone questions their role in 
the modern enterprise. 

http://bit.ly/bOvFY2

